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 Amid escalating political tensions and technological vulnerabilities, electoral 
processes worldwide face unprecedented scrutiny and risk. This study 
introduces a model with permissioned blockchain technology to enhance the 
confidentiality, consistency, and immutability of election results. We 
conducted a comprehensive assessment on existing election platforms, 
adopting Zero Trust principles - continuous authentication, least-privilege 
access, and micro-segmentation, we developed a blockchain-based consensus 
mechanism to secure vote transactions. The developed N-Zero Trust–
Blockchain prototype undergoes rigorous testing, demonstrating robust 
resistance to unauthorized access, tampering attempts, and data breaches 
without sacrificing system performance. Results show that our framework 
provides end-to-end verifiability and auditability, empowering election 
authorities and stakeholders with transparent, tamper-evident records. By 
delivering a scalable, resilient solution for secure electoral management, this 
research offers a practical roadmap for deploying advanced security 
strategies in national and organizational elections, thereby bolstering 
democratic resilience and public confidence. 
 

Keywords: 
Blockchain 
BVAS 
Encryption 
PoW and Hashing. 

 

   
   
Godwin Osakwe  
*Corresponding author. 



Delta Journal of Computing, Communications & Media Technologies 1 (2024) 156-167 

 

Osakwe et al 
157 

E-mail address: osakwego@dsust.edu.ng  
 
https://doi.org/10.xxx. 
DJCCMT112025004 © December 2024 DJCCMT. All rights reserved. 

 

1.  Introduction 

Democratic elections are meant to resolve leadership choice peacefully, yet in Nigeria they routinely spark 
violence, undermine social cohesion and compromise economic stability. Over the past two decades, 
electoral contests have repeatedly degenerated into physical confrontations—ballot‐box snatching, 
thuggery and multiple voting—that leave communities fractured and distrustful of public institutions 
(Denen, 2023). In Africa, and Nigeria in particular—elections have long been undermined by systemic 
manipulation, producing leaders who lack genuine public mandates and eroding citizens’ faith in 
democratic governance (Nwankwo et al, 2023; Nwankwo & Njoku, 2020; Nwankwo & Njoku, 2019). 
From the theft of ballot boxes and coordinated thuggery at polling sites to sophisticated tactics such as 
multiple voting, tally‐sheet mutilation, and the clandestine alteration of electronic records, these practices 
subvert the core principle of “one person, one vote.”  
 
In the wake of the 2023 polls, delayed electronic transmission of results and widespread tampering of 
official EC 8A tally sheets triggered mass protests and nearly 900 petitions at Election Tribunals, further 
eroding citizens’ faith in the electoral system (Premium Times Nigeria, 2023). 
Beyond the immediate human and social toll, election‐related violence carries severe economic 
consequences. Armed conflict and unrest can contract GDP per capita by as much as 18% over a four-year 
span, with investor confidence plummeting and capital flight intensifying fragility in affected regions 
(Mueller & Tobias, 2016). Inadequate electoral safeguards exacerbate this cycle: firms delay investments 
amid uncertainty, domestic revenue suffers from disrupted commerce, and long-term growth prospects dim 
when political risk remains high (Mosero etal, 2022). In Nigeria—already grappling with poverty and high 
youth unemployment—such instability deepens social inequality and stunts development. 
The 25 February 2023 elections vividly illustrate these dynamics. Despite an unprecedented youth turnout, 
technical failures on INEC’s IReV portal delayed the release of presidential results by nearly five hours, 
even as legislative tallies appeared on schedule (Premium Times Nigeria, 2023). Simultaneously, observers 
documented dozens of EC 8A forms either blank or mutilated, prompting widespread allegations of fraud 
and demands for reruns. These systemic weaknesses not only fuel social unrest but also discourage both 
domestic and international stakeholders from engaging in Nigeria’s economy, thus magnifying the stakes 
of electoral reform. 
Taken together, the persistent interplay of election‐induced violence, public distrust and economic 
dislocation underscores an urgent need for a security architecture that guarantees data integrity, 
transparency and resilience. By addressing the root causes of social unrest and economic disruption—
namely, the ease of tampering, opacity of result transmission and concentration of trust—such a solution 
can help restore confidence in democratic governance and unlock Nigeria’s development potential. 
 
In recent years, the introduction of digital result‐transmission systems has added fresh vulnerabilities: 
cyber‐attacks on central servers, network outages, and unauthorized access can all be used to distort or 
suppress legitimate outcomes (Anne-Marie et al, 2021). Motivated by the urgent need to restore confidence 
in the electoral process, this paper proposes extending blockchain technology, already proven in securing 
online banking and e-commerce transactions—to the realm of election management. By replacing paper 
ballots with a permissioned blockchain ledger, we can: 

1) Eliminate physical ballot handling, thereby preventing box snatching and related violence; 
2) Enforce unique digital identities for each voter, guaranteeing that no individual can cast more than 

one ballot; 
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3) Leverage cryptographic consensus to detect and reject any attempt at tally manipulation, whether 
by insiders or external hackers; and 

4) Ensure data immutability, so that once votes are recorded, they cannot be altered, deleted, or 
falsified at the server or network level. 

Together, these features promise a transparent, tamper-resistant election architecture that not only deters 
traditional forms of fraud and intimidation but also guards against modern cyber threats—laying the 
groundwork for credible, trustworthy democratic outcomes. 
 
Consequently, this paper aims to design, implement, and evaluate a hybrid security framework that 
integrates Zero Trust principles with a permissioned blockchain ledger to safeguard the end-to-end electoral 
process. Specifically, it seeks to demonstrate how this N-Zero Trust–Blockchain architecture can (1) 
eliminate physical and digital vulnerabilities in vote casting and result transmission, (2) enforce one-voter-
one-vote through cryptographic authentication, and (3) guarantee immutable, transparent, and audit-ready 
election records—thereby restoring public trust and strengthening democratic resilience. 

2. Literature Review 

2.1 Theoretical Framework 

This study is grounded in three interrelated theoretical lenses: (1) the CIA Triad of information security, 
(2) the Zero Trust Security Model, and (3) Distributed Ledger Technology (Blockchain) Theory. Together, 
they provide conceptual underpinnings for a robust, tamper-resistant electoral architecture.  
CIA Triad (Confidentiality, Integrity, Availability). 
At the core of any secure information system lie the principles of confidentiality, integrity, and availability 
(the “CIA” triad), (Adesina etal, 2020). Confidentiality ensures that vote data are accessible only to 
authorized parties; integrity guarantees that recorded votes remain unaltered; and availability ensures that 
election services (e.g., result transmission portals) are continuously accessible during critical periods 
(International Data Corporation, 2022). In the context of elections, breaches in any of these dimensions can 
lead to loss of public trust or manipulation of outcomes, making the CIA triad a foundational guide for 
system design. 
Zero Trust Security Model 
Traditional perimeter‐based security approaches implicitly trust entities within the network boundary, a 
model ill-suited to modern, highly distributed systems. The traditional model assumed that entities inside 
the network could be trusted. While that may generally be an instructive assumption, it leaves room for 
vulnerability. (Kayode, 2023), considered this assumption outdated as technology advanced and cyber 
threats became a bigger problem. He invented the model to view everyone as ‘guilty, until proven innocent’. 
While insider threats are not something organizations necessarily expect, they should operate on the safer 
side and regular verification everywhere. Ever since, (International Organization for Standard and 
International Electrotechnical Commission, 2018) originally came up with the concept, businesses have 
increasingly chosen to apply this model in their security plans. In 2018, one Forrester analyst said 17 out 
of 20, calls he got were about Zero Trust and its framework is even more relevant today. 

The Zero Trust paradigm instead adopts a “never trust, always verify” stance: every user, device, and 
transaction must be authenticated and authorized continuously, regardless of network location (National 
Institute of Standards and Technology [NIST], 2020). Its core principles—continuous authentication, least-
privilege access, and microsegmentation—directly address insider threats and lateral movement attacks.  
Figure 1 shows the Zero trust model. 
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Figure1. Structure of the Zero Trust Model 

Two questions come to mind when designing a system based on the zero-trust architecture. They are: 

1. What are you trying to protect? 
2. Who are you trying to protect it from? 

In answering the above two questions. We hope to protect our votes (record), and we hope to protect it 
from unauthorized persons. By applying Zero Trust to the electoral process, this study ensures that vote-
casting and tallying components enforce strict access controls and verification at every step. 

Distributed Ledger Technology (Blockchain) Theory. 
Blockchain theory posits that decentralization and consensus mechanisms can produce an immutable, 
verifiable record of transactions without reliance on a single trusted intermediary. A permissioned 
blockchain employs a consortium of identifiable nodes and consensus protocols—most notably Practical 
Byzantine Fault Tolerance (PBFT)—to validate and commit transactions (Castro & Liskov, 1999). 
Cryptographic hashing links each block to its predecessor, rendering historical data tamper-evident (Zheng 
et al., 2017). In elections, blockchain’s decentralized consensus and data immutability directly counteract 
single-point failures, result-sheet manipulation, and unauthorized data edits.  
 
By integrating these three theoretical perspectives, the proposed N-Zero Trust–Blockchain framework 
achieves: 

a. Confidentiality through strict identity and access management (CIA triad & Zero Trust). 
b. Integrity via cryptographic chaining and consensus validation (CIA triad & Blockchain). 
c. Availability through distributed replication across nodes (CIA triad & Blockchain). 
d. Continuous Verification of every transaction and identity assertion (Zero Trust). 

This hybrid theoretical foundation informs both the system architecture and security requirements, ensuring 
that the electronic voting platform satisfies the rigorous demands of fair, transparent, and credible elections. 
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2.2 Related Works 

A study of Votem—a company specializing in election-management processes—examined its flagship 
product, the CastIron Platform, which is built on blockchain technology and offers several distinctive 
features, including an audit trail, distributed database, immutability, and permission-based access. Votem 
has processed at least 13 million voters and serves government, public, and private associations in the 
United States. Studies show there have been no instances of fraud, compromise, attacks, or hacking, earning 
the platform high marks for security and reliability. 
According to (Mosero, 2022), Rose Mosero—Deputy Data Commissioner for Compliance at the Office of 
the Data Protection Commissioner of Kenya—notes that the adoption of information and communication 
technologies (ICTs) in Kenya’s electoral process has remedied legacy concerns such as outdated voter 
registers, while also raising new issues around privacy. (Creswell & Plano 2017, Fuller & Morse 2018), 
reports that the collection and use of personal data for political canvassing and digital media campaigning 
have underscored the need to protect privacy rights and ensure a transparent, ethical, and lawful data 
ecosystem. Improvements to Kenya’s electoral process, coupled with privacy protections enshrined in the 
Data Protection Act, have yielded tangible results and sparked crucial debates about balancing 
technological efficiency, election credibility, and personal-data protection—an issue relevant across Africa. 
(Kayode, 2023), inspected the Bimodal Voter Accreditation System (BVAS) machine to understand how 
it captures and processes electoral data; however, the study did not address the role of a trusted third party. 
Sophiya and Amit (2020) evaluated the security enhancements possible through trusted third-party 
deployment, secure algorithms, and cryptography in elections, but their research did not include blockchain 
technology. 
These studies inform the present research yet leave unaddressed the specific enhancement of data security 
through blockchain deployment. 
Igbokwe (2023) identifies blockchain as a breakthrough in digital security, emphasizing its support for data 
integrity, augmented authentication mechanisms, and distributed authority. He argues that a blockchain 
ledger preserves data integrity—once recorded, entries cannot be altered by unauthorized parties—and 
eliminates identity duplication and many cybercrime vectors by decentralizing authorization infrastructure, 
thereby maintaining confidentiality and thwarting cyber attacks. 
Slaughter (2021) of New America explores blockchain deployment for mobile voting, observing that 
blockchain can secure votes cast on connected devices, recording and anonymizing them on the ledger. 
This approach can boost participation, safeguard vote-total transmission from polling stations to higher-
level collation points, and reduce opportunities for result manipulation. Moreover, blockchain enables real-
time observation by election partners, reinforcing the legitimacy of outcomes. 
 
3. Methodology 

This study employs a hybrid methodology comprising qualitative and design‐science approaches to develop 
and evaluate the proposed N-Zero Trust–Blockchain electoral framework. By integrating qualitative 
insights from election stakeholders with quantitative measurements of system performance and security, 
we ensure both technical rigor and real‐world applicability. 
First, a hybrid research design was adopted to capture comprehensive requirements and assess system 
efficacy (Creswell & Clark, 2017). Semi-structured interviews were conducted with fifteen key 
informants—including INEC officials, civil-society observers, and election‐technology specialists—to 
elicit functional and nonfunctional requirements. These interviews explored current workflows, pain points 
in vote casting and result collation, and perceptions of trust and transparency. Simultaneously, document 
analysis of INEC process manuals, electoral regulations, and post-election audit reports provided a 
grounded understanding of procedural gaps and failure modes in the 2023 polls (Yin, 2014). 
Guided by these requirements, we designed a two-layer architecture. The first layer implements Zero Trust 
security principles—continuous authentication, least-privilege access, and network microsegmentation—
by integrating an OAuth2/OpenID Connect identity provider with role-based access controls. All 
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components, from voter portals to result-transmission APIs, enforce strict identity verification and 
authorization checks at every transaction (NIST, 2012). The second layer leverages a permissioned 
blockchain (Hyperledger Fabric) to record vote transactions immutably. We selected Fabric for its modular 
consensus protocols and support for private channels, enabling regional INEC offices to operate as peer 
nodes in a decentralized network (Androulaki et al., 2018). Smart contracts (chaincode) written in Go 
enforce one-person-one-vote rules, manage voter registration tokens, and validate vote submissions 
according to the established rules. 
To anticipate and mitigate security threats, we conducted a formal STRIDE threat modeling exercise, 
identifying potential spoofing, tampering, repudiation, information disclosure, denial-of-service, and 
privilege-escalation vectors across both layers (Shostack, 2014). Findings from this exercise informed 
targeted countermeasures, such as hardened API gateways, encrypted communication channels, and 
intrusion-detection hooks. We then performed penetration testing in line with NIST SP 800-115 guidelines, 
employing automated vulnerability scanners (e.g., OWASP ZAP) and manual exploits to probe 
authentication endpoints, middleware APIs, and blockchain node interfaces (NIST, 2012). To validate the 
resilience of the consensus mechanism, adversarial tests simulated Byzantine behaviors among ordering 
nodes, confirming that the system withstands up to ⌊(n–1)/3⌋ malicious participants without ledger 
corruption. 
The system’s operational performance was evaluated using load-testing tools (Apache JMeter) to measure 
transaction throughput and commit latency under incremental voter‐transaction workloads. Scalability was 
assessed by progressively adding peer nodes to the blockchain network and observing the impact on 
consensus time. For usability, twenty election officers performed representative tasks—including voter 
authentication, vote submission, and result retrieval—in a controlled laboratory setting. We captured task 
completion times and error rates, and administered the System Usability Scale to gauge satisfaction and 
perceived workload (Brooke, 1996). 
Qualitative data from interviews were transcribed and coded thematically using NVivo, revealing 
stakeholders’ attitudes toward transparency, procedural change, and technological trust. Quantitative 
metrics from security and performance tests were analyzed with descriptive statistics and paired t-tests to 
compare the prototype against a baseline electronic result-transmission system. 
Throughout the study, ethical considerations were paramount. All interview participants provided informed 
consent, and personally identifiable information was anonymized. Data handling complied with Nigeria’s 
Data Protection Regulation to safeguard privacy. By weaving together stakeholder-driven requirements, 
robust security modeling, rigorous testing, and user-centered evaluation, this methodology ensures that the 
N-Zero Trust–Blockchain framework not only meets but exceeds the demands of secure, transparent, and 
resilient electoral management. 
 
4. Results and Discussion 

Figure 2 shows the structure of the proposed blockchain framework. In our implementation, election data 
flow through a permissioned blockchain network that enforces Zero Trust principles at every stage, 
ensuring vote integrity from casting to final result publication. First, a consortium of INEC regional data 
centers and accredited observers operate as peer nodes in a decentralized network. Each node runs identical 
ledger software and holds a copy of the chain, removing any single point of control or failure. 
When an elector casts a ballot through a secure web portal, their digital signature—issued during voter 
registration—is attached to the vote payload. The middleware packages these signed vote records into a 
candidate block, embedding a timestamp and metadata (e.g., polling unit ID). Before the block is appended, 
each peer node independently computes a cryptographic hash of the proposed block and compares it to the 
hash submitted by the block creator. This hash links the new block to its predecessor, forming an immutable 
chain of custody. 
Next, a Practical Byzantine Fault Tolerance (PBFT) consensus protocol governs block approval. Nodes 
communicate in rounds: one node proposes the block, others validate its contents against business logic 
(one-person-one-vote, valid signature, correct polling unit), then broadcast acceptance or rejection 
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messages. Only when a supermajority (two-thirds plus one) of nodes agree does the network commit the 
block. Any attempt to alter a past block—even by a majority of nodes—would be rejected by honest peers, 
preserving data integrity (Duvenge etal, 2020). 

Block N -1

Block N 

Time Stamp Nonce

Block Headers 

Previous Block Hash 

Markle Roots

Block Body

Transaction Data
Markle Root

Hash (Tx0, TX1) Hash (Tx2, TX3)

Channel N Channel N +1 

Block N +1

Tx0 Tx1 Tx3Tx2

 
 

Figure 2. The Blockchain Structure 

 
Upon commitment, the ledger state is updated simultaneously across all nodes. An audit dashboard exposes 
per-polling-unit subtotals and cryptographic proofs, enabling real-time verification by observers without 
revealing individual votes. Because every transaction carries a verifiable signature and every block is time-
stamped and hash-chained, the final election tally becomes a permanent, tamper-evident record. 
Table 1 illustrates this workflow. 

Table 1: Blockchain-based Workflow for Election 
Stage Implementation Details 
Network 
Initialization 

Consortium of permissioned peer nodes (INEC offices, observer bodies) install identical ledger 
software; Zero Trust API gateway enforces mutual TLS and RBAC controls. 

Vote Submission Voter signs ballot with private key; middleware assigns block metadata (timestamp, polling unit, 
candidate codes). 

Block Creation & 
Hashing 

Middleware groups signed ballots into a block and computes its SHA-256 hash, linking it to the 
previous block’s hash. 

Consensus & 
Validation 

PBFT rounds verify signature authenticity, one-vote-per-voter rule, and block format; supermajority 
agreement commits the block. 

Ledger Replication 
& Audit 

Committed block is appended across all nodes; audit dashboard exposes aggregated results and 
cryptographic proofs without compromising voter anonymity. 

 
By weaving blockchain’s decentralization, cryptographic hashing, and consensus with Zero Trust’s 
continuous authentication and least-privilege controls, our framework transforms election result security. 
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Every vote becomes a verifiable, immutable transaction; every node an independent guardian of integrity; 
and every stakeholder a live auditor—collectively restoring trust in democratic outcomes. 
 
4.1 Evaluation 

The evaluation of the N-Zero Trust–Blockchain prototype yielded compelling evidence that the integrated 
framework successfully addresses the core vulnerabilities identified in Nigeria’s electoral process. In 
security testing, the platform demonstrated robust resistance to both external and internal threats. 
Automated vulnerability scans and manual penetration attempts, conducted in accordance with NIST SP 
800-115 guidelines, uncovered only minor configuration issues—none of which constituted critical security 
flaws. The STRIDE-based threat modeling accurately predicted potential attack vectors, and subsequent 
countermeasures (hardened API gateways, encrypted communication channels, and micro-segmented 
network zones) proved effective: no successful spoofing, tampering, or repudiation attacks were recorded 
during a 72-hour continuous testing window. Moreover, adversarial simulations of Byzantine behavior 
among ordering nodes confirmed that the PBFT consensus mechanism-maintained ledger consistency even 
when up to 33 percent of nodes behaved maliciously, thereby validating the fault-tolerance claims of 
Hyperledger Fabric (Androulaki et al., 2018). 
Performance benchmarks revealed that the permissioned blockchain layer can sustain election-scale 
workloads with acceptable latency. Under a simulated voter transaction load of 1,000 concurrent requests, 
the system averaged 115 transactions per second (tps), with an average commit latency of 210 
milliseconds—outperforming the baseline electronic transmission system, which peaked at 45 tps and 
exhibited 450 ms latency under the same conditions. The scalability tests further demonstrated near-linear 
throughput increases when adding peer nodes: doubling the network from five to ten nodes raised 
throughput by approximately 80 percent, while commit latency grew by less than 20 percent. These results 
indicate that the decentralized architecture can accommodate high-volume voting scenarios without 
prohibitive performance penalties. 
Usability assessments with twenty election officers produced equally encouraging outcomes. Participants 
completed representative tasks—voter authentication, vote casting, and result retrieval—with an average 
task completion time reduction of 30 percent compared to the legacy portal. The System Usability Scale 
(SUS) survey yielded a mean score of 84, placing the system in the “excellent” category and indicating 
strong user acceptance (Ambimbola etal, 2015). Qualitative feedback highlighted the intuitive interface 
and seamless integration of identity checks, though some users recommended clearer in-app guidance for 
first-time operators. 
Finally, thematic analysis of stakeholder interviews underscored the platform’s potential to strengthen trust 
and transparency. INEC officials emphasized the value of real-time audit trails and immutable records in 
simplifying post-election adjudication. Civil-society observers noted that the visible cryptographic hashes 
and consensus logs would facilitate rapid verification of results, reducing the scope for disputes. Several 
participants also suggested that extending the prototype to include voter-education modules and mobile-
friendly interfaces could further amplify civic engagement. 
Collectively, these findings illustrate that the N-Zero Trust–Blockchain framework not only meets its 
design objectives—confidentiality, integrity, availability, and continuous verification—but also delivers a 
practical, scalable solution for secure electoral management. The robust security posture, high transaction 
throughput, and strong user satisfaction signal a promising path toward deploying this architecture in real-
world elections and underscore its capacity to restore confidence in democratic outcomes. 

4.2 Discussion 

The evaluation of our N-Zero Trust–Blockchain framework produced three principal findings: first, the 
integrated system achieved a robust security posture, effectively neutralizing standard attack vectors and 
Byzantine node failures; second, it delivered high transaction throughput and low commit latency under 
simulated electoral loads; and third, it received strong usability ratings from election officers, indicating 
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rapid adoption potential. These outcomes represent a substantive advance over both traditional electronic 
result‐transmission systems and prior blockchain‐based election prototypes. 
In terms of security, automated scans and manual penetration tests (NIST, 2012) revealed no exploitable 
vulnerabilities in authentication endpoints or blockchain nodes—a marked improvement on legacy portals 
that often suffer from misconfigured servers and weak access controls (Premium Times Nigeria, 2024). 
Moreover, our STRIDE‐informed threat modeling (Shostack, 2014) and adversarial Byzantine simulations 
confirmed the Hyperledger Fabric network’s resilience up to the theoretical fault threshold (Androulaki et 
al., 2018). By comparison, Votem’s CastIron Platform reportedly handled over 13 million ballots without 
recorded fraud (Bellini, 2019), but public documentation on its internal security testing and consensus 
protocols remains sparse, leaving questions about its resistance to sophisticated, coordinated attacks. 
Performance benchmarking further distinguished our prototype: at 115 transactions per second (tps) with 
210 ms commit latency, it outperforms the baseline INEC IReV portal (45 tps; 450 ms latency) and 
surpasses the throughput reported by other permissioned‐blockchain pilots, which typically range between 
50–80 tps under comparable conditions (Slaughter, 2021). This scalability owes much to our micro-
segmented network architecture and efficient PBFT consensus tuning. In contrast, Kayode’s (2023) 
inspection of the BVAS machine focused exclusively on data‐capture fidelity and did not evaluate end‐to‐
end transmission performance or node‐level fault tolerance. 
User‐centered evaluations yielded an average System Usability Scale (SUS) score of 84—well into the 
“excellent” category (Brooke, 1996). Stakeholders praised the intuitive workflow and real‐time audit trails. 
This acceptance contrasts with earlier studies on trusted third‐party (TTP) cryptographic schemes, which, 
while demonstrating theoretical security gains (Sophiya & Amit, 2020), often imposed complex key‐
management burdens that frustrated nontechnical election officials. By embedding cryptographic 
verification directly into the blockchain layer, our framework eliminates the need for standalone TTPs and 
simplifies operational procedures. 
From a governance perspective, Mosero (2022) highlighted that Kenya’s adoption of ICT in elections 
remedied legacy issues but introduced new privacy concerns, especially around voter data usage. Our 
integration of Zero Trust controls—continuous authentication and least‐privilege access—directly 
addresses these privacy imperatives by ensuring that every access request to vote data is verified and 
logged. Likewise, Igbokwe (2023) argued that blockchain alone suffices for data integrity but did not 
emphasize the importance of network‐layer access policies. The present work demonstrates that coupling 
blockchain with Zero Trust not only preserves immutability but also fortifies privacy safeguards, ensuring 
compliance with data‐protection norms. 
In summary, this research advances the field in three dimensions: it delivers empirically validated security 
and performance superior to both legacy systems and earlier blockchain pilots; it streamlines usability by 
eliminating burdensome TTP mechanisms; and it strengthens privacy and access governance by embedding 
Zero Trust principles. Collectively, these innovations chart a practical path for deploying resilient, 
transparent, and user‐friendly election frameworks in Nigeria and beyond. 
 
5. Conclusion 

This study set out to address the persistent vulnerabilities in Nigeria’s electoral process by designing, and 
evaluating an integrated N-Zero Trust–Blockchain framework. Through a rigorous hybrid approach—
combining stakeholder interviews, formal threat modeling, penetration testing, performance benchmarking, 
and usability evaluations—we have demonstrated that the proposed architecture not only meets but exceeds 
the security, scalability, and transparency requirements of modern elections. By embedding continuous 
authentication, least-privilege access, and microsegmentation into a permissioned Hyperledger Fabric 
network, our system effectively neutralizes both traditional forms of manipulation (ballot-box snatching, 
tally-sheet tampering) and sophisticated cyber-attacks, while preserving voter privacy and ensuring high 
transaction throughput. 
Compared to legacy electronic result-transmission systems and earlier blockchain pilots, our framework 
achieved significantly higher resilience under adversarial conditions, processed more than twice as many 
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vote transactions per second, and garnered strong usability ratings from election officials. These findings 
underscore the power of coupling Zero Trust principles with distributed ledger technology to create an 
election management platform that is both robust against malicious actors and accessible to nontechnical 
users. Importantly, the real-time audit trails and immutable ledger entries furnish election stakeholders with 
the transparency needed to verify outcomes, thereby rebuilding public confidence in democratic 
institutions. 
Looking forward, future work will focus on refining voter-education interfaces, exploring mobile-voting 
integrations under strict regulatory guidelines, and conducting large-scale field trials in partnership with 
electoral bodies. Additionally, extending the consensus mechanism to hybrid public-permissioned models 
may further enhance openness without compromising security. By charting this path, we believe the N-
Zero Trust–Blockchain framework offers a replicable blueprint for electoral integrity—not only in Nigeria 
but across emerging democracies worldwide—paving the way for elections that are secure, transparent, 
and truly reflective of the people’s will. 
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